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Installation

1- Configuration post installation

a- Déclaration des interfaces

b- Assignement des adresses aux interfaces wan, lan et optl

e L'interface Wan.

e l'interface lan

e 'interface opt




On accepte le contrat On sélectionne Install puis ok

pfSense Installer pfSense Installer

Copyright and distribution notice

pfSense is Copyright 2884-2028 Rubicon Communications, LLC (Netgate). Welcome

Welcome to pfSense!

pfSense is a federally registered tradeMark of Electric Sheep Fencing,
LLC. Any unauthorized use of this trademark is prohibited by state and
federal law and intermational law. Refer to our Trademark Usage Guidelines
for how to properly use the marks. All rights reserved.

Install pfSense|
Rescue Shell Launch a shell for rescue operations
Recover config.xul  Recover config.xml from a previous install

Absolutely No ComMercial Distribution Is Allowed.

[(pcept) <Canceld

On test le clavier

On choisit le clavier francais

pfSense Installer pfSense Installer
Reyrap selection

The system console driver for pfSense defaults to standard "US"

keyboard map. Other keymaps can be chosen below.

Central European (QUERTY)
Colemak ergonomic alternative
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) (QUERTZ, accent keys) Test fr.acc.kbd kEyHﬂp
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) Dani . Test the keymap by typing letters, numbers, and symbols. Characters
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should match labels on the keyboard keys. Press Enter to stop testing.
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onch
(x) French (accent keys)

[ lect] <Cancel>

[Press arrous, TAB or ENTER]

fr.acc.kbd: French (accent keys)

Puis on continue I'installation On choisit le systeme UFS pour créer nos partitions

pfSense Installer pfSense Installer
Keymap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chosen below.
Partitioning
How would you like to partition your disk?

Armenian phonetic layout
Belarusian

Belgian

Belgian (accent keys)
Brazilian (accent keys)
Brazilian (uithout accent keys)
Bulgarian (BDS)

Bulgarian (Phonetic)

Canadian Bilingual
Central European <k O <Cancel>

Dis up using
Disk Setup (experts)
Open a shell and partition by hand

<Cancel>
TAB or ENTER]

On nous demande si on veut aller sur le Shell
pour d’autres manipulations on dit non

pfSense Installer

pfSense Installer

Fetching Distribution
Manual Configuration

MANIFEST
base. txz

Fetching distribution files...

The installation is now finished.
Before exiting the installer, would

you like to open a shell in the new
system to make any final manual

modifications?

Ouerall Progress
B1%

s> [mam

Puis on redémarre la machine

pfSense Installer

Complete

Installation of pfSense
complete! Would you like
to reboot into the
installed system now?

ERITTRY | <Shell >

Une fois la machine a redemarrer on tombe sur I'interface menu



On remarque qu’il ya que deux interfaces qui sont reconnue em0 et em1 et que le clavier est en
gwerty malgré notre choix pendant I'installation d’un clavier francais

FreeB5D/amdb4 (pfSense. localdomain) (ttyud)
UMuare Virtual Machine - Netgate Device ID: ea3dbbB31131dZa39a41B
%% Welcome to pfSense 2.4.5-RELEASE-pl (amdB4) on pfSense sexx

HAN (wan) -> e ->
LAN (lan) -> eml -> v4: 192.168.1.1-24

Logout (35H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot systemn 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host Restart PHP-FPM

Shell

Enter an option: [

1- Configuration post installation

Manuellement on va mettre notre clavier en francais mais temporairement car en redémarrant
notre serveur le clavier redevient en qwerty ; on le configurera d’'une fagon permanente avec
I'interface web:

On choisit 'option 8 pour demarrer le shell puis on tape la commande suivante

Hkbdcontrol -1 fre]il#tkbdcontrol -1 /usr/share/syscons/keymaps/fr.iso.kbd

a- Déclaration des interfaces

Maintenant on va déclarer nos trois interfaces : Wan, lan et opt1 :
C’est pour cela on choisit I'option 1

Enter an option: 1]

Apreés il faut prendre les choix encadrés en rouge

say no here and use the webConfigurator to configure ULANs later, if required.
Should ULANs be set up now [yinl?|n

If the names of the interfaces are not knowun, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface name or ’a’ for auto-detection
(emB eml emM2 or a):|emB

Enter the LAN interface name or ’a’ for auto-detection
NOTE: this enables full Firewalling/NAT mode.
(eml emM2 a or nothing if finished): |eml

Enter the Optional 1 interface name or ’a’ for auto-detection
(eM2 a or nothing if finished): |em2

The interfaces will be assigned as follows:
HAN -> emB

LAN- -> eml
OPT1 -> em2

Do you want to proceed [yinl?|yf]




A la fin on doit avoir le résultat suivant

HAN C(wanl
LAN (lan) : 192.168.1.1-24

OPT1 (optl)

Maintenant on va affecter les adresses IP a nos trois interfaces,

b- Assignement des adresses aux interfaces wan, lan et
optl

e L’interface Wan.

Le choix de des adresses qu’on va affecter a cette interface dépend de la configuration de notre box
internet c’est pour cela il faut faire une ipconfig /all sur la machine physique pour déterminer la
passerelle et I'ID réseau utilisé

Carte Ethernet Ethernet :

Suffixe DNS propre a la conn S
Description. . O £ R 5 : Killer E2200 Gigabit Ethernet Controller

Donc notre réseau est Adresse physique . . . . ..t FC-AA-14-24-82-78
DHCP activé T
A Confi ti t ti tivée. . . : Oui
Id reseau 192-168-1-0/24 A::pig:riuigndiul?z?<2§uleni:1im : &:;w:hsﬂ:p?au:7129:7uc5%15(préfére’)
Adresse IPvY4 1 192.168.1.142(préféré)
DNS/Passere”e 192_168,1,1 Masque de sous-réseau. . . os 255.255.255.0

Passerelle par défau : 192.168.1.1

Serveur DHCP . . . . . ¢ 192.168.1.1

IAID DHCPv6 .. . . . 68216852

DUID de client DHCPv6. . . . . i 00-01-00-01-27-51-18-51-FC-AA-14-24-82-78B
Serveurs DNS. . . 1 192.168.1.1

NetBIOS sur Tepip

On choisit I'option 2

Enter an option: ZJ

Et on fait les choix suivants

@ip :192.168.1.250

Masque de sous réseau 255.255.255.0

Passerelle 192.168.1.1

Pas de DHCP IPv5

Pas de IPv6

Pas de DHCP6

Le webconfigurateur pour des raisons de sécurité il est préférable de ne pas le mettre sur I'interface Wan




Available interfaces:

Configure IPvb address WAN interface via DHCP6? (y/n) N

1 - UAN (emd - dhcp, dhcpb)
2 - LAN (eml - static)

3 - OPTL (em2) Enter the new WAN IPv6 address. Press [KENTER> ffor none:

>

Enter the number of the interface you wish to configure: |1

i r ?
Configure IPu4 address WAN interface via DHCP? (y/n)|n Do you want to revert to HTTP as the webConfigurator protocol? (y/n) N

Epter _the new LAN IPu4 address. Press <ENTER> for none:

Please wait while the changes are saved to WAN...
>[192.168.1.2508

Reloading filter...
Reloading routing configuration...
DHCPD. ..

Subnet are entered as bit counts (as in CIDR notation) in pfSe
e.g. 255.255.255.8 = 2

255.255.8.8 = 16

255.8.8.8 =8

The IPvd4 WAN address has been set to 192.168.1.258/24
Epter the new WAN IPud submet bit count (1 to 31):
>|24

Press KENTER|to continue. ]|
For a WAN, enter the new WAN IPud upstream gateway address.
For_a LAN. nress <ENTER> for none:

>(192.168.1. 1]

e L’interface lan
Et on fait les choix suivants

@ip :172.20.0.250

Masque de sous réseau 255.255.255.0

Passerelle : non

DHCP IPv5 oui on crée un étendu de : 172.20.0.20--2172.20.0.30
Pas de IPv6

Pas de DHCP IPV6

Le web configurateur oui on le met sur l'interface Lan

Do you want to enable the DHCP server on LAN? (y/n) y
Enter the start address of the IPud client address rangd: 172.26.8.20
Enter the end address of the IPvd client address range:[172.26.0.48

Please wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

The IPv4 LAN address has been set to 172.20.8.256/24
You can now access the webConfigurator by opening the following URL in your web
brouser :

http://172.20.8.258/

Press <ENTER> to continue. ]|

Enter an option:|2
Available interfaces:

1 - WAN (emB - static)
2 - LAN (eml1 - static)
3 - OPT1 (em2)

Enter the number of the interface you wish to configure:|2

Enter the new LAN IPu4 address. Press <ENTER> for none:
>|172.28.8.258

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8

255.8.8.8

Enter the new LAN IPu4 subnet bit count (1 to 31):
> |24

For a WAN, enter the new LAN IPud upstream gateway addr
For a LAN, press|<ENTER>|for none:
> 1

e L’interface opt

@ip :192.168.2.250

Masque de sous réseau 255.255.255.0
Passerelle : non

Pas de DHCP IPv5

Pas de IPv6

Pas de DHCP6




Enter an option: 2

Available interfaces:

1 - WAN (emB - static)

2 - LAN (eml - static)
- OPT1 (em2)

Enter the number of the interface you wish to configure:

Enter the new NPT1 IPv4 address. Press <ENTER> for none:
>|192.168.2.258

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. 255.255.255.8 = 24
255.255.8.0 = 16
255.8.8.08 =8

Epnter the new OPT1 IPv4 subnet bit count (1 to 31):
>| 24

For a WAN, enter the wew OPT1 IPv4 upstream gateway address
For a LAN, press KENTER>| for none:
> 1

Enter the new OPT1 IPvb address. Press KENTER)|for none:
>

Do you want to enable the DHCP server on OPT1? (y/n)|n
Please wait while the changes are saved to OPT1...
Reloading filter...

Reloading routing configuration...

DHCPD. . .

The IPvd4 OPT1 address has been set to 192.168.2.258/24

Press. <ENTER> to continue. ]




